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WELCOME / LEARN THROUGH PRACTICE

From knowledge to a working
environment.

This handbook accompanies a practical follow-up to the CompTIA Server+ course. You will act as the administrator of a
small company: build its Windows domain, connect employee workstations, publish internal services and demonstrate
recovery when something goes wrong.

Each task gives you a requirement, an expected deliverable and a verification checklist. Attempt the work first, use the
online hints when needed, and demonstrate the result to your trainer. Record observations and fixes, but never record
passwords.

Overall topics

Day 1 / Build the foundation
01 / Build the virtual lab

02 / Connect the machines

03 / Create the company domain

04 / Organize people and access

05 / Join the workstations

06 / Verify and hand over Day 1

Day 2 / Operate the environment
07 / Administer passwords

08 / Provision a data volume

09 / Publish departmental storage

10 / Launch the company intranet

11 / Back up and recover a Finance file

12 / Resolve the service incident

Continue your practice
E1/ Automate client addressing
E2 / Make Documents follow the user

E3 / Observe an unattended deployment

Trainee / pair:
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SECTION 01 / 28 October 2026

Day 1

Build the foundation. Connect the people and machines.
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DAY 1/ YOUR LAB ENVIRONMENT

One company. One connected lab.

Component Reference configuration

Domain / NetBIOS askfarouk.local / ASKFAROUK

Server / DNS Windows Server 2019 | 192.168.77.129

Windows 10 client 192.168.77.130

Windows 11 client Suggested 192.168.77.131; confirm actual address
Subnet / NAT gateway 255.255.255.0 / 192.168.77.2

C:/D: Windows / VMware DVD drive

E:/F CompanyData (20 GB) / Backup (30 GB)

Different private IP addresses or subnets are okay. Use unique addresses, the correct subnet mask and a fixed domain-controller
address. Point domain members to the domain DNS server, and update DNS records, commands, DHCP ranges and firewall scopes
consistently. The addresses here match the demonstrated setup; they are examples, not mandatory values.

Demonstrated setup: Windows Server 2019, domain askfarouk.local, server/DNS 192.168.77.129, Windows 10 client 192.168.77.130, subnet
mask 255.255.255.0 and VMware NAT gateway 192.168.77.2. The Windows 11 client is now shown in the domain-join walkthrough;
192.168.77.131 is its suggested course address, so confirm the actual address before testing it. DCO1 is the course server name; if your
existing domain controller has a different hostname, substitute its actual name in DNS lookups, UNC paths and management commands.
Do not rename an existing domain controller just to match a caption. Drive assignments: C: Windows, D: VMware DVD drive, E:
CompanyData and F: Backup.

Before working

* Use the same VMware lab network for all machines; avoid bridging lab services onto the venue network.
« Disable VMware DHCP before activating Windows DHCP in the optional extension.
* Keep the firewall enabled and allow the required lab traffic.

« Use E: for company files and F: for backups. A disk on the same host does not protect against host failure.
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DAY 1/ TASK 01

Build the virtual lab

Prepare an isolated virtual environment with one Windows Server and two Windows workstations. You will use these
three machines throughout the course.

Your deliverable: Three named, working virtual machines connected to the same private lab network.

Before you begin

« Installation media and VMware installer are available locally.
* Host virtualization is enabled; you have permission to install software.

* Use Pro, Enterprise or Education client editions that support domain join.

Assignment

1. Install VMware Workstation and connect the lab VMs to the same VMware NAT lab network (192.168.77.0/24 in this
setup). Keep the lab off the venue's bridged network. Identify VMware's DHCP service; disable it on the chosen lab
network before deploying Windows DHCP in the optional extension.

2. Create DCO1 using Windows Server 2019 Standard Evaluation with Desktop Experience.

3. Create PC10 using Windows 10 and PC11 using Windows 11. Assign each VM to the same lab network. Windows 11
domain joining is demonstrated in Task 05.

4. Install VMware Tools, set the agreed computer names, and check the date and time.

Verification checklist

o VMware starts and can run the lab VMs.

o DCO1 boots into Windows Server 2019 Desktop Experience.

o PC10 and PC11 boot into domain-capable Windows editions.

o Computer names are DCO1, PC10 and PC11.

o All three virtual adapters use the same intended lab network; its NAT and DHCP settings are understood.

o VMware Tools is installed and local administrator sign-in works.

Evidence: Show the VMware library, each computer name, and the virtual network settings. Do not capture passwords.

Assessment

o Independent o Prompted o Assisted o Incomplete

Notes / evidence
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TASK 01 / SCREENSHOT WALKTHROUGH

Visual reference

These walkthrough images use Windows Server 2019 and Windows 10, matching the current setup. VMware labels may vary. Select the
guest version matching your actual installation media. DCO1, PC10 and PC11 are the course machine labels; The Windows 11 client’s
domain-join screenshots appear in Task 05.

1 / Create the virtual machine

Start a new virtual machine

View VM

New Virtual Machine... Ctrl+N
[ New Window
Open.. Ctrl+0O
Scan for Virtual Machines...
Configure Auto Start VMs

Close Tab Ctrl+W

Connect to Server... Ctrl+L

Open File = New Virtual Machine in VMware Workstation. This begins VM creation; VMware itself must already be installed.
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Choose the wizard type

...~ -/ =TT ===

Mew Virtual Machine Wizard x
WEQ Welcome to the New Virtual
Machine Wizard
WORKSTATION
PRO™ 25H2

What type of configuration do you want?

© Typiral (recommended)

Create a Workstation 25H2 or later
virtual machine in a few easy steps.

() custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with
older VMware products.

Select Typical for the standard classroom setup.

Install the operating system later

r 9
New Virtual Machine Wizard X

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:

Installer disc:

Mo drives available

(O Installer disc image file (iso):

Browse

O 1wil mﬁ?a\l the operating system later.

The virtual machine will be created with a blank hard disk.

Help < Back Cancel

=

Choose this option to create the VM first and attach the intended ISO manually.
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Match the guest operating system

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

© Microsoft Windows

() Linux

() vMware ESX

() other

Version

Windows Server 2019 w

Choose Microsoft Windows and Windows Server 2019 for the server VM. Choose the matching Windows client version when
creating a workstation.

2 / Attach media and install Windows

Open VM settings

) Power >
% Removable Devices >
Pause Ctrl+Shift+P

=7 Send Ctrl+Alt+Del

Grab Input Ctrl+G
(@ Snapshot »

Capture Screen Ctrl+Alt+PrtScn
/7 Manage >

Install VMware Tools...

[ Settings.. Ctrl+D

Use VM — Settings to review hardware and attach the installation media.
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Attach the ISO image

Connection

0 use physical drive:
Auto detect v

() Use ISO image file: %

L
;_I'I
o

Under CD/DVD, choose Use ISO image file and Browse to your intended ISO. Ensure the virtual drive connects when the VM
starts.

Start Windows Setup

14 Windows Setup

Windows Server- 2019

Langu I: |[English (United States) ~

ime and currenc 14| English (United States) A

Select the language, time and keyboard for Windows Server 2019. When choosing the server edition, select Desktop Experience
for the graphical administration interface used in this course.
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Choose the installation disk

@ oG Windows Setup

Where do you want to install Windows?

Name Total size Freespace Type

+ Drive 0 Unallocated Space 600 GB 600 GB

43 Refresh 7< Delete / Eormat

% Load driver = Extend

Installing W

Select the new VM's empty OS disk. The captured example has 60 GB; provision at least 64 GB for the course VMs, including
Windows 11. Do not format an existing data disk.

Allow installation to finish

&) Windows Setup

Installing Windows

Status

J Copying Windows files
Getting files ready for installation (0%)
Installing features
Installing updates
Finishing up

Windows copies files and installs the operating system. Allow the VM to restart as required.
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Set the local administrator password

Customize settings
Type a password for the built-in administrator account that you can use to sign in to this computer.
User name

Password

Reenter password

Finish

Set and confirm the local Administrator password securely. This is the local account setup, not domain creation.

3 / Install VMware Tools

Mount VMware Tools

) Power >
% Removable Devices >
Pause Ctrl+Shift+P

= Send Ctrl+Alt+Del

Grab Input Ctrl+G
(@ Snapshot »
Capture Screen Ctrl+Alt+PrtScn
/7 Manage >
Install Viiware Tools...
[ Settings.. Ctrl+D

After Windows is installed, use VM — Install VMware Tools to mount the installer in the guest.
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Run the Tools installer

15 VMware Tools Setup - >

Welcome to the installation wizard for
VMware Tools - 13.0.10.0

The installation wizard will install VMware Tools on your
computer. To continue, dick Next.

Copyright (c) 1998-2025 Broadcom. All Rights Reserved. The
term "Broadcom” refers to Broadcom Inc. andfor its
subsidiaries. YMware and Broadcom are among the
trademarks of Broadcom. All trademarks, frade names,
service marks and logos referenced herein belong to their
respective companies.

< Back Cancel

Run VMware Tools Setup inside Windows, finish the wizard and restart if prompted.

Expected results

A working guest desktop

The guest reaches the desktop after installation. Also verify VMware Tools, the agreed computer name and the correct Windows
edition; a desktop screenshot alone does not prove every checkpoint.
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DAY 1/ TASK 02

Connect the machines

Give every machine a unique address and prepare clients to find the future domain controller.

Your deliverable: A working 192.168.77.0/24 lab network with clients using DCO1 for DNS.

Before you begin

« All three VMs are installed and connected to the same isolated network.

Assignment

1. Set DCO1 to 192.168.77.129/24, PC10 to 192.168.77.130/24 and PC11 to 192.168.77.131/24.

2. Set DNS on all machines to 192.168.77.129. Use gateway 192.168.77.2 for the demonstrated VMware NAT network.

On a host-only network without a router, leave the gateway blank instead.

3. Verify addresses and connectivity. Name resolution will be tested after the DNS role is installed.

Verification checklist

o Each VM has the correct unique address and 255.255.255.0 subnet mask.
o DCO1 has a static address of 192.168.77.129.

o Both clients use 192.168.77.129 for DNS, without a public alternate.

o ipconfig /all confirms the intended configuration.

o Both clients can reach DCO1 using an appropriate connectivity test.

o Windows Firewall stays enabled; any ICMP rule is limited to the lab network.

Evidence: Show ipconfig /all on each machine and a successful client-to-server test.

Verification commands

ipconfig /all

ping 192.168.77.129

Assessment

o Independent o Prompted o Assisted o Incomplete

Notes / evidence
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TASK 02 / SCREENSHOT WALKTHROUGH

Visual reference

These screenshots use the current 192.168.77.0/24 setup: server/DNS .129, Windows 10 .130 and VMware NAT gateway .2. The suggested

Windows 11 address is .131; verify its actual configuration. The ipconfig captures show basic address information; run ipconfig /all to check

DNS too. Different private IP addresses or subnets are okay. Use unique addresses, the correct subnet mask and a fixed domain-controller

address. Point domain members to the domain DNS server, and update DNS records, commands, DHCP ranges and firewall scopes
consistently. The addresses here match the demonstrated setup; they are examples, not mandatory values.

Configure a static server address

Static IPv4 and the domain DNS server

L1 oMB rebceecen D

Internet Protocol Version 4 (TCP/IPv4) Properties
General

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

(C) Obtain an 1P address automatically
(@) Use the following IP address:
IP address: 192 . 168 . 77 . 128

Subnet mask: 255.255.255. 0

Default gateway: 192 .168 . 77 . 2

Obtain DNS server address automatically
(@) Use the following DNS server addresses

Preferred DNS server: 192 . 168 . 77 .129

Alternate DNS server:

|

[validate settings upon exit

The corrected server configuration uses static IPv4 address 192.168.77.129, mask 255.255.255.0, gateway 192.168.77.2 and
Preferred DNS 192.168.77.129. With AD DS and DNS installed, the server points to its own domain DNS service. Domain clients

use that same DNS address.
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1 / Read the address configuration
Read the server IPv4 configuration

v

Recycle Bin

Administrator: Command Prompt

12:26 PM

s 10/25/2026 -

Read the Ethernet IPv4 address 192.168.77.129 and subnet mask 255.255.255.0. This earlier capture shows the address but does
not prove it is static or show the DNS setting; use the corrected NIC image and ipconfig /all for those checks.

Read the client IPv4 configuration

L

Recycle Bin

Command Prompt

farouk>ipconfig

bnet
Default G

farouksg

[l 19:26 D

25/10/2026

The demonstrated Windows 10 client uses 192.168.77.130 with mask 255.255.255.0 and gateway 192.168.77.2. Use ipconfig /all
to confirm Preferred DNS is the domain server at 192.168.77.129.
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2 / Diagnose a one-way ping

Inspect the inbound echo-request rule

Name Group Profile Enabled

@ DIAL protocol server (HTTP-In) DIAL protocol server Private  Yes
Distributed Transaction Co-ordinator (RPC) Distributed Transaction Co-... Private.. No
Distributed Transaction Co-ordinator (RPC) Distributed Transaction Co-... Domain No
Distributed Transaction Co-ordinator (RPC-EPMAP) Distributed Transaction Co-... Domain No
Distributed Transaction Co-ordinator (RPC-EPMAP) Distributed Transaction Co-... Private.. No
Distributed Transaction Co-ordinator (TCP-In) Distributed Transaction Co-... Domain No
Distributed Transaction Co-ordinator (TCP-In) Distributed Transaction Co-... Private.. No
File and Printer Sharing (Echo Request - ICMPwv4-In) File and Printer Sharing Domain No
File and Printer Sharing (Echo Request - ICMPv4-In) File and Printer Sharing Private.. No
File and Printer Sharing (Echo Request - ICMPv6-1n) File and Printer Sharing Domain No
File and Printer Sharing (Echo Request - ICMPv6-In) File and Printer Sharing Private.. No

This captured rule list shows ICMPv4 Echo Request rules disabled. If ping works in one direction only, inspect the receiving
machine’s firewall. Enable the appropriate inbound Echo Request rule for the active profile and limit its scope to the lab subnet.

Confirm the firewall is on

o Windows Firewall - ]
> ~ 4 @ > ControlPanel 5 System and Security » Windows Firewall v O Search Control Panel »p
Control Panel Home Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Internet or 2 network.

through Windows Firewall
& Change notification settings l o Private networks Connected ()
& Tum Windows Firewall on or

off Networks at home or work where you know and trust the people and devices on the network
0 Restore defaults ‘

Windows Firewall state: On
9 Advanced settings . . . A
Incoming connections: Block all connections to applications that are not on
Troubleshoot my network the list of allowed applications
Active private networks: 2 Network 2
Notification state: Notify me when Windows Firewall blocks a new app
l ° Guest or public networks Not connected ()

See also
Security and Maintenance

Network and Sharing Centre

The active Private profile in this example shows Windows Firewall state: On. Keep the firewall enabled and allow the specific lab
traffic. Repeat the tests after changing the rule; success while the firewall was off does not verify the final configuration.
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Expected results

Client — server: replies received

- |

Recycle Bin

Command Prompt

L 1828
) om0z

Windows 10 receives all four replies from server 192.168.77.129 with 0% loss. Repeat the test from each available client using the
address assigned to your own server.

Server — client: replies received

Settings

@ Home
Control Panel Network and Internet > Network and Sharing Center

Find a setti View vour basic network information and set up connections
Administrator: Command Prompt

Network & Ij§
c

istratorsy

1232 PM
I
= ds 10/25/2026 1

The server receives all four replies from Windows 10 at 192.168.77.130 with 0% loss. Repeat with the firewall enabled and the
intended ICMP rule applied. When PC11 is added, also test its assigned address (192.168.77.131 in the course plan).
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DAY 1/ TASK 03

Create the company domain

Turn DCO1 into the first domain controller for askfarouk.local and verify the directory and DNS services.

Your deliverable: A functioning Active Directory forest with DNS and the standard domain shares.

Before you begin

« DCO1 is renamed, has a static address, and its time is correct.

Assignment

1. Install Active Directory Domain Services and its management tools.

2. Promote DCO1 into a new forest named askfarouk.local. Install DNS and securely record the DSRM password.

3. Restart, sign in as the domain administrator and verify services from the server and a client.

Verification checklist

o AD DS and DNS roles are installed.

o DCO1 is promoted into askfarouk.local and restarts successfully.
o Domain administrator sign-in succeeds.

o Active Directory Users and Computers and DNS Manager open.
o The askfarouk.local forward lookup zone exists.

o A client resolves DCO1.askfarouk.local to 192.168.77.129.

o SYSVOL and NETLOGON shares exist.

Evidence: Show the domain in ADUC, the DNS zone, a successful client lookup and the domain shares.

Verification commands

nslookup DCO1.askfarouk.local

net share

Assessment

o Independent o Prompted o Assisted o Incomplete

Notes / evidence
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TASK 03 / SCREENSHOT WALKTHROUGH

Visual reference

These examples use Windows Server 2019, domain askfarouk.local and NetBIOS name ASKFAROUK, matching the current course setup. The
captured server retains its original automatic hostname; DC01 is the course label. Use your actual server hostname in lookups and UNC
paths if it differs. Role installation and domain-controller promotion are separate steps.

1 / Install Active Directory Domain Services

Open Server Manager

Windows Server
Search

Server Manager >_ P

Windows. Windows.
Settings Server Manager  PowerShell PowerShell ISE

Windows Accessories ‘ g

Windows.
Windows Administrative Tools Administrativ... Task Manager Contral Panel

Windows Ease of Access

‘} M
- 8
Windows PowerShell L I - I

Remote
Desktop... Event Viewer File Explorer

Windows Security

l Windows System

Start Server Manager from the Windows Start menu.
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Start the role wizard

B Wind: erver 2019 - VMware Workstation

File Edit

Windows Server 2019

Server Manager

Server Manager * Dashboard @ Mamsge Tooks  View ep

Dashboard WELCOME TO SERVER MANAGER

i Local Server
& All Servers o L
#§ File and Storage Services b -
2 Addrole
WHAT'S NEW 1 Y .
Hide
LEARN MORE

ROLES AND SERVER GROUPS

== File and Storage
—r i ’ ! Al Servers
Services

® Manageability @ Manageability @ Manageability
Events Events Events
Services Bl sevices Services
Performance Performance Performance

9551 AM
10/26/2026

A @& ING 7 Q) @

On the dashboard choose Add roles and features, or use Manage — Add Roles and Features.

Choose role-based installation

f=; Add Roles and Features Wizard — ] X

Calart inc -, o DESTINATION SERVER
Select Installation type WIN-ESCPROGO0GD

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

L

Select Role-based or feature-based installation.
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Choose the destination server

= Add Roles and Features Wizard — O X
Select destination server e

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type

®) Select a server from the server pool
O Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

WIN-ESCPRO600GD 192.168.77.129  Microsoft Windows Server 2019 Essentials

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

< Previous Next > install | [ Cancel

Select the intended local server. Verify its identity and static address before installing the role.

Select AD DS

=, Add Roles and Features Wizard - O X
DESTINATION SERVER
Select server roles WIN-E5CPRO800GD

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection

Active Directory Domain Services
(AD DS) stores information about

- [] Active Directory Federation Services objects on the network and makes
= [] Active Directory Lightweight Directory Services this information available to users
AD DS [[] Active Directory Rights Management Services and network administrators. AD DS

. [C] DHCP Server uses domain controllers to give
SSilnEla ["] DNS Server network users access to permitted
[] Fax Server resources anywhere on the network
i (] File and Storage Services (4 of 11 installed) through a single logon process.
] Hyper-V

[] Network Policy and Access Services
] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[[] Volume Activation Services

[C] Web Server (1IS)

[] Windows Deployment Services

[] Windows Server Update Services

< Previous Next > Install ‘ Cancel

Select Active Directory Domain Services. This installs the role; it does not yet make the machine a domain controller.
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Include the management tools

Fﬁ Add Roles and Features Wizard *

Add features that are required for Active Directory
Domain Services?

>

You cannot install Active Directory Domain Services unless the E
following role services or features are also installed. )
4 Remote Server Administration Tools 0

4 Role Administration Tools b

4 AD DS and AD LDS Tools 3

Active Directory module for Windows PowerShell k

4 AD DS Tools it

[Tools] Active Directory Administrative Center h

[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

|McheaturesH Cancel |

Accept the required features and include the management tools for AD DS.

Review and install the role

Ff= Add Roles and Features Wizard - a X
Confirm installation selections e

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.
Features )
AD DS Active Directory Domain Services

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tocls

Export configuration settings
Specify an alternate source path

< Previous | | Next > Install Cancel

Review the AD DS and management-tool selections, then install. Continue to promotion after role installation finishes.
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2 / Promote the first domain controller

Start the promotion wizard

Server Manager » AD DS

_ i'-'i SERVERS
I8 Dashboard All servers | 1 total TASKS ¥

§ LocalServer | [ All Servers Task Details - u} x More.. X

& All Servers
All Servers Task Details and Notifications

All Tasks | 1 total

¥R File and Storage

Status Task Name Stage  Message Action Notifications

A Post-deployment Configuration Not Sta... Configuration required for Active Directory Do... Promote this server to a domain...

TASKS ¥

g Y
Time Stamp

10/25/2026 11:54:06 PM

11:54 PM

14 (]

10/25/2026

Open the notification flag and choose Promote this server to a domain controller.

Create a new forest

[ Active Directory Domain Services Configuration Wizard - O X
. T TARGET SERVER
Deployment Configuration WIN-ESCPROG00GD

Deployment Configuration .
Select the deployment operation

_) Add a domain controller to an existing domain
Add a new domain to an existing forest

®) Add a new forest

Specify the domain information for this operation

Root domain name:

More about deployment configurations

Select Add a new forest and enter askfarouk.local as the root domain name. The captured field is still blank; fill it before
continuing. On the following Domain Controller Options page, keep DNS and Global Catalog selected, review functional levels
and set a secure DSRM password.
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Confirm the NetBIOS name

E;_ Active Directory Domain Services Configuration Wizard - m} X
Add . ‘ O t TARGET SERVER
tional Options WIN-ESCPRO600GD

Deployment Configuration . )
Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Options
The NetBIOS domain name: ASKFAROUK

DNS Options

More about additional options

The practice domain uses ASKFAROUK. This is the short domain name used in sign-in identities such as

ASKFAROUK\Administrator.

Review directory paths

B Local Server

Dashboard [ Active Directory Domain Services Configuration Wizard

i' All Servers Paths
R File and Storage Servi Deployment Configuration

Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Options

_ Database folder: C:\Windows\NTDS
DNS Options
Additional Options Log files folder: C:\Windows\NTDS
SYSVOL folder: C:\Windows\SYSVOL

More about Active Directory paths

Nea>

[m] X

TARGET SERVER

WIN-ESCPR0O600GD

sta

EIEE

Review the database, log and SYSVOL locations. The default paths are sufficient for this classroom exercise.
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Read the prerequisite results

F@ Active Directory Domain Services Configuration Wizard - a X

TARGET SERVER

Prerequisites Check WIN-ESCPROGO0GD

| o All prerequisite checks passed successfully. Click "Install’ to begin installation. Show more x

Deployment Configuration o . R . . L .
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options computer

DNS Options Rerun prerequisites check
Additional Options
Paths @ View results
Review Options 1. Windows Server 2019 domain controllers have a default for the security setting named ~

"Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

1. This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties. If both IPv4 and IPv6 are enabled for a network
adapter, both IPv4 and IPv6 static IP addresses should be assigned to both IPv4 and
IPv6 Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System

W

I\, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous | |  Next > Install Cancel

This is the Prerequisites Check page, not completed installation. Review warnings even when checks pass. This capture contains a
non-static-address warning; verify the intended lab adapter is static and uses the domain DNS server before continuing. Use the
corrected static-NIC example in Lab 02. Click Install only after reviewing the configuration; the server restarts after promotion.
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Expected results

Domain sign-in is available

ASKFAROUK\Administrator
[

Q  ASKFAROUK\Administrator

R Other user

The sign-in screen displays ASKFAROUK\Administrator after promotion. Enter the domain administrator credentials and verify
sign-in succeeds; this screen alone does not demonstrate a completed sign-in.

AD DS and DNS appear in Server Manager

ROLES AND SERVER GROUPS

Roles: 3 | Server groups: 1 | Servers total: 1

I§l ADDS 1 2 DNs 1 g ;!’ijc”; Storage 1
@ Manageability @ Manageability @ Manageability @ Manageability

Events Events Events Events

Services Services Services n Services

Performance Performance Performance Performance

BPA results BPA results BPA results BPA results

10/26/2026 12:49 AM

The AD DS and DNS role cards are visible. Finish the task checks by opening ADUC and the DNS zone, resolving the server name
from a client, and checking SYSVOL and NETLOGON with net share. The cards alone do not prove all directory services are
healthy.
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DAY 1/ TASK 04

Organize people and access

Create the employee accounts and groups that will later control access to departmental data.

Your deliverable: Two users, two departmental security groups and a clean OU structure.

Before you begin

 The domain and AD management tools are working.

Assignment

1. Create Lab Users and Lab Workstations OUs at the domain root.

2. Create finance.user and hr.user inside Lab Users.

3. Create GG_Finance and GG_HR as global security groups. Add each employee to the correct group.

4. Keep these users as standard users. Do not enable Password never expires.

Verification checklist

o Lab Users and Lab Workstations OUs exist.

o finance.user and hr.user exist in Lab Users.

o GG_Finance and GG_HR are global security groups.

o Each user belongs to the correct departmental group.

o Neither employee has administrative group membership.

o Both accounts are enabled and Password never expires is off.

Evidence: Show the OU structure, account properties and the Members tab of both security groups.

Assessment

o Independent o Prompted o Assisted o Incomplete

Notes / evidence
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TASK 04 / SCREENSHOT WALKTHROUGH

Visual reference

These screenshots use askfarouk.local and the same Lab Users, Lab Workstations, finance.user, hr.user, GG_Finance and GG_HR names as

this course. “Right-click” means opening an object’s context menu; the Tools menu in Server Manager opens with a normal click. Passwords

shown in setup are masked; keep actual passwords out of notes and evidence.

1 / Open the directory management console

Open Active Directory Users and Computers

v @ | F Manage Tools View

Active Directory Administrative Center

Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit

Component Services

Computer Management
Defragment and Optimize Drives
Disk Cleanup

DNS

Event Viewer

Group Palicy Management

iSCSI Initiator

Local Security Policy

Microsoft Azure Services

ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)
Performance Monitor

Print Management

Recovery Drive

Registry Editor

Resource Manitor

Services

System Configuration

System Information

In Server Manager, click Tools — Active Directory Users and Computers. This menu opens with a normal click, not a right-click.
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Find the domain

] Active Directory Users and Computers - O X
File Action View Help
ol 4 B = PRETESR
| Active Directory Users and Comp | Name Type Description
» [ Saved Queries 7 saved Queries Folder to store your favo..
» 4 askfarouklocal 33 askfarouk.Jocal Domain
< >
Locate askfarouk.local in the left pane of Active Directory Users and Computers.
Inspect the domain root
j Active Directory Users and Computers — O X
File Action View Help
e 7@ 0 Bz HE 3 aETER
j A.di\:e Directory Users and Comp|| Name Type Description
> [ seved Queries 17 Builtin builtinDomain
5 askfarouklocal [~ Computers Container Default container for up..
12 Domain Controllers Organizational . Default container for do..
= ForeignSecurityPrincipals Container Default container for sec..
= Managed Service Accounts Container Default container for ma..
[ users Container Default container for up..
|
< >
1 ~an/irac 1 1 ~an/irac 1 1 ~an/irac

Select or expand askfarouk.local. Builtin, Computers and Users are existing containers; create the course OUs at the domain root.
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2 / Create the organizational units

Right-click the domain to create an OU

Active Directory Users and Computers
ile  Action View Help

v AE O XEGRE HE 3 iEaTER

: f\.clive Directory Users and Comp|| Name Type Description

| Saved Queries & Administrator User Built-in account for admi...
# _a_s.kfarot{kjoml P Allnssind BORE B Replication .. Security Group .. Members in this group c..
) :"IJ g:‘::lpnu' Delegate Control.. Security Group .. Members of this group a..
& Domain Find.. sllers Security Group .. Members of this group t..

y B Foreign Change Domain... ‘eplication ..  Security Group .. Members in this group c..
[ Manage Change Domain Controller.. Security Group .. DNS Administrators Group

1 users Raise domain functional level.. Security Group .. DNS clients who are per..

Security Group .. Designated administrato...

o] i Masters... o q
perations Masters. Security Group .. All workstations and serv...

New J Computer itrollers in ..
Al Tasks > Contact psts
Group i
Refresh ministrato..
InetOrgPerson Is group ¢
Properties . : | -
P msDS-ShadowPrincipalContainer is group a..
Help mslmaging-PSPs is group c..
2o Guest MSMQ Queue Alias 1t for gues..
2 key Admins Organizational Unit lis group c..
%Protected Users Printer jis group a..
ERAS and IAS Servers group can..
. User .
%Read—only Domain Cont jis group a..
%Schema Admins e eodey ~ ministrato..

Right-click askfarouk.local = New — Organizational Unit. Do not create the lab OUs inside the default Users container.

Name and protect the OU

MNew Object - Organizational Unit x

: -ﬁ’l Create in:  askfarouk local/ F

Name:

‘Lab Users

Protect container from accidental deletion i

[N,

Enter Lab Users and keep Protect container from accidental deletion selected. Repeat at the domain root to create Lab
Workstations.
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3 / Create the employee accounts

Right-click Lab Users to create a user

Delegate Control..
Move..
Find..
New : Computer
All Tasks ’ Contact
Refresh Group
InetOrgPerson
Lol ’ msDS-ShadowPrincipalContainer
Arrange lcons ’ mslmaging-PSPs
Line up lcons MSMQ Queue Alias
Properties Organizational Unit
Help Printer
User

Shared Folder

Right-click Lab Users — New — User. Enter the user details and logon name for finance.user, then repeat for hr.user.

Set a temporary password and review the flags

MNew Object - User x

$ Create in:  askfarouk.local/Lab Users ~

Password:

Confirm

III.III4

User must change password at next logon
[1User cannot change password
[ 1 Password never expires

] Account is disabled

Set and confirm a secure temporary password. Password never expires stays unchecked and Account is disabled stays unchecked.
This capture requires a password change at next logon; if you retain it, complete that change during the first client sign-in. Task
07 will demonstrate a fresh administrator reset and next-sign-in change.
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4 / Create departmental security groups

Right-click Lab Users to create a group

: Active Directory Users and Computers
File Action View Help
e« 2F {0 XECR HE P22 Ta%

: Active Directory Users and Comp|| Name

e Type Descri
3 Saved Queries afinan(e.user User
L fskfamuk.\o:al E) hr.user User
| Builtin
7] Computers

=1 Domain Controllers
] ForeignSecurityPrincipals
| Managed Service Accoun

[ users
2] Lab leare
2] Lab' Delegate Control..
Move..
Find..
New ; Computer
All Tasks D Contact
View > ey
InetOrgPerson
i msDS-ShadowPrincipalContainer
Delete N
msimaging-PSPs
Rename MSMQ Queue Alias
Reiey Organizational Unit
Export List.. Printer
Properties User
Help Shared Folder

Right-click Lab Users — New — Group. Create GG_Finance, then repeat for GG_HR.

Choose Global and Security

New Object - Group =

% Create in:  askfarouk.local/Lab Users

Group name: r
[ GG_Finance

Group name (pre-Windows 2000):
GG_Finance

Group scope Group type
© Domain local ® Security
® Global O Distribution

O Universal

For GG_Finance, set Group scope to Global and Group type to Security. Use the same scope and type for GG_HR. Open each
group — Members — Add to assign the matching employee.
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Expected results
Both organizational units exist

] Active Directory Users and Computers
File Action View Help

s 2FE O EQ= PRETER

: Active Directory Users and Comp|| Name
» [ ] saved Queries ™4 Builtin
i ﬁ ffkfar?u_k‘lml P~ Computers
_4 Builtin '2 Domain Controllers
} -_—I Computers P ForeignSecurityPrincipals
2| Domain Controllers e :
» ] ForeignSecurityPrincipals j Managed Service Accounts
| Managed Service Accoun 9 Users
= users _:L:!LabUsers
@] Lab Users 2. Lab Workstations
2] Lab Workstations

Lab Users and Lab Workstations appear at the root of askfarouk.local. User accounts belong in Lab Users; domain-joined
computer objects will be moved into Lab Workstations in the next lab.

Both employees are in Lab Users

j Active Directory Users and Computers
File Action View Help

L FIEFEFEEIEYY R

: Active Directory Users and Comp|| Name Type Description

> I Saved Queries E.financemer User

v iﬂ askfarouklocal % hruser
1 Builtin

Computers

User

Domain Controllers
ForeignSecurityPrincipals
Managed Service Accoun
Users

Lab Users

Lab Workstations

ENCREERL

finance.user and hr.user appear as User objects in Lab Users. A similar display name alone is not enough; verify each account’s
logon name and enabled state.
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Two users and two security groups

j Active Directory Users and Computers
File Action View Help

*9(20 { XEOE Bm tauTdh

: Aqive Directory Users and Comp|| Name Type Description
' ,J Saved Queries &, financeuser User
v H _a_s_.kfarc_:u_k.local “GG_Finanoe Security Group ..
| __IJ 2::'"uters & 66 HR Security Group ...
—x p_ E; hr.user User
121 Domain Controllers
- [ ForeignSecurityPrincipals
[ Managed Service Accoun
[ Users
2 Lab Users
[2] Lab Workstations

Lab Users now contains finance.user, hr.user, GG_Finance and GG_HR. Group creation does not automatically create shared
folders.

Finance membership is assigned

GG_Finance Properties ? X

General Members Member Of Managed By

Members:

Name Active Directory Domain Services Folder
.S finance.user askfarouk.locallLab Users

-

OK Cancel Apply

The Members tab of GG_Finance contains finance.user. Repeat the operation for GG_HR with hr.user, and show its Members tab
to verify the second group as well.

Server+ Practical Training | 28-29 October 2026
askfarouk.net/server-plus


https://askfarouk.net/server-plus

HR membership is assigned

GG_HR Properties 7 >
General Members Member Of Managed By
Members:
Name Active Directory Domain Services Folder
‘ hr.user askfarouk.locallLab Users
Add... Remove

The Members tab of GG_HR contains hr.user in askfarouk.local/Lab Users. Together with the GG_Finance membership example,
this verifies that each employee belongs to the correct departmental security group.
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DAY 1/ TASK 05

Join the workstations

Connect both workstations to the company directory and prove employees can sign in with domain accounts.

Your deliverable: Two domain-joined clients with their computer objects in Lab Workstations.

Before you begin
« Clients resolve DCO1 through the domain DNS server.

« Employee accounts exist and the client time is in sync.

Assignment
1. Join PC10 and PC11 to askfarouk.local and restart both.
2. Move their computer objects from Computers into Lab Workstations.

3. Sign in on each client using an employee domain account and verify the identity.

Verification checklist

o PC10 and PC11 are members of askfarouk.local.

o Both clients restart after joining.

o Both computer objects exist inside Lab Workstations.

o A domain employee successfully signs in on each client.
o whoami shows ASKFAROUK and the expected user.

o Trainee can distinguish a local account from a domain account.

Evidence: Show the computer objects in the OU and whoami after employee sign-in on each client.

Verification commands

nslookup DCO1.askfarouk.local

whoami

Assessment

o Independent o Prompted o Assisted o Incomplete

Notes / evidence
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TASK 05 / SCREENSHOT WALKTHROUGH

Visual reference

This walkthrough shows Windows 11 joining askfarouk.local. Windows 10 can use the same System Properties method: run sysdm.cpl —
Computer Name — Change. The screenshots retain the client's automatic hostname; use your actual client name when checking its AD
computer object. Before joining, set client DNS to 192.168.77.129 and check name resolution. A credential prompt is progress, not proof

that joining finished.

1 / Open computer domain membership

Open the computer membership settings

Q, workgroup|

< o Apps Documents  Web  Settings  Folders  Photos [ P

Best match
’
I Change workgroup name

Control panel

Change workgroup name

Q, workgroup
Control panel

Settings 2 >
Z Open
Show which workgroup this computer is ...
Search the web 9+ b
Q  workgroup settings - See more search results
Q_ workgroup name change
Q. workgroup manager

Q, workgroup windows 11

Q, workgroup vs domain

Search for Change workgroup name, or run sysdm.cpl to open System Properties. This method also works on domain-capable
Windows 10 editions.
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Choose Change on the Computer Name tab

System Properties X
Computer Name  Hardware Advanced System Protection  Remote

Windows uses the following information to identify your computer
on the netwark.

Computer description:

For example: "Kitchen Computer” or "Mary's
Computer”.

Full computer name: DESKTOP-C1QGNTOE

Worlcgroup: WORKGROUP
To use a wizard to join a domain or workgroup, click
Metwork D, Network ID...

To rename this computer or change its domain or

workgroup, click Change. Change...

System Properties currently shows WORKGROUP membership. Select Change to choose a domain.

Enter the Active Directory domain

System Properties *

{ Computer Name/Domain Changes X lmate

You can change the name and the membership of this computer
computer. Changes might affect access to network resources.

Computer name: ary’s
DESKTOP-C1GNTOE

Full computer name:
DESKTOP-CIGNTOE

Member of
O Domain:

. nge...
askfarouk jocal g

() Workgroup:
WORKGROUP

0K | Cancel Apply

Select Domain, enter askfarouk.local and select OK. Use the on-premises AD domain, not Microsoft Entra ID enrollment.
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2 / Diagnose DNS and authorize the join

Investigate the domain-controller lookup failure

Computer Name/Domain Changes

An Active Directory Domain Contraller (AD DC) for the domain
"askfaroul local” could not be contacted.

Ensure that the domain name is typed comectly. Details >

If the name is comect, click Details for troubleshoating information.

This error states that a domain controller could not be contacted. Check the exact error, server availability, DNS and time. In this
example, correcting client DNS resolved discovery. Use 192.168.77.129 for domain DNS, then verify the server name with
nslookup before retrying.

Provide authorized domain-join credentials

¥  Wwindows Secu rity

Computer Name/Domain Changes

Enter the name and password of an account with permission to
join the domain.

User name

sar nam

1]

Password

Password

OK Cancel

After DNS correction the join reaches a credential prompt. Enter an authorized account such as ASKFAROUK\Administrator
securely. Continue until the domain welcome message appears, then restart. This prompt alone does not prove that domain
joining completed.
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3 / Move computer accounts into the workstation OU

Before the move: the default Computers container

j Active Directory Users and Computers
File Action View Help

9 7E 48 XEd= HE TaETER

: Active Directory Users and Comp|| Name

Ac Type Description
» [ Saved Queries 1%/ DESKTOP-C1QNTOE Computer
v iﬂ askfarouk.local

; 18 DESKTOP-L4594TE Computer
Builtin

Computers

Domain Controllers
ForeignSecurityPrincipals
Managed Service Accoun
Users

Lab Users

Lab Workstations

ERRRRELLD

Both client computer accounts appear in the default Computers container after domain joining. This is the starting location, not
the required final OU. Computers is a container, not a security group; GPOs cannot be linked directly to it.

Right-click the computer account and choose Move

j Active Directory Users and Computers
File Action View Help

9 2@ {8 XEd=2 HE 3 aETER

: Active Directory Users and Comp|| Name Type Description
» ] Saved Queries
- _a_s:kfargt.l_k.local 1% DESKTOP-14594 Add to a group.. :
- Builtin Disable Account
___—.I Comp_uters Reset Account
2. Domain Controllers
» ] ForeignSecurityPrincipals Riokes
| Managed Service Accoun Manage
1 Users
— All Task >
=] Lab Users asks
2 Lab Workstations Cut
Delete
Properties
Help

In ADUC, select a client computer account, right-click it and choose Move. Repeat for the other client. Moving the object does
not rename the workstation or change its domain membership.
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Choose Lab Workstations as the destination

Move >

Move object into container:

=+ 53 askfarouk
- | Builtin
.. | Computers

Domain Controllers

_| ForeignSecurityPrincipals
Lab Users

k- | Managed Service Accounts
- 7] Users

ok | cones

Select the Lab Workstations organizational unit and confirm with OK. This moves the computer object into the OU; it does not
add the computer to a security group.

Expected results

Choose Other user after restarting

O -

Select Other user rather than signing into the existing local account. The sign-in screen is not proof of a successful domain-user
session.
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Check the domain sign-in context

Other user

Sign in to: ASKFAROUK

How do I sign in to another domain?

O -

The Other user screen displays ASKFAROUK as the sign-in domain. Use ASKFAROUK\hr.user or hr.user@askfarouk.local, then sign
in. Once at the desktop, run whoami to prove which account is active.

Complete the required first-sign-in password change

Other user

The user's password must be changed before signing in.

The domain account requests a password change, matching the flag selected when hr.user was created. Complete the change
and reach the desktop. This first-sign-in step does not replace Task 07's separate password-reset and policy exercise.
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Windows 10: domain-user sign-in verified

n 1@
ration.

After signing into Windows 10 as finance.user, whoami returns askfarouk\finance.user. This confirms that the active session uses
the domain employee account, rather than a similarly named local account.

Windows 10: confirm the signed-in identity

& system Information - m] X
File Edit View Help

System Summary| Item Value ”

#- Hardware Resources

Platform Role Desktop

# Companents Secure Boot State Off

# Software Environment PCRT7 Configuration Binding Not Possible
windows Directory CAwindows
System Directory CAWindows\system32
Boot Device \Device\Harddiskvolume2
Locale United Kingdom
Hardware Abstraction Layer Version = "10.0.143393.0"
Username ASKFAROUK\finance.user
Time Zone GMT Standard Time
Installed Physical Memory (RAM) 2.00 GB
Total Physical Memory 2.00 GB
Available Physical Memory 563 MB
Total Virtual Memory 3.12GB
Available Virtual Memory 1.49 GB
Page File Space 1.13 GB
Page File C:\pagefile.sys

Device Guard Virtualisation bas... Not enabled

A hypervisor has been detecte...

Find what: Close Find

[ search selected category only [Jsearch category names only

System Information shows Username ASKFAROUK\finance.user, corroborating the domain-user session. This part of System
Information does not display computer domain membership; verify that separately in System Properties or by checking the
computer object in ADUC.
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Both clients are in Lab Workstations

3 Active Directory Users and Computers

File Action View Help

&« [ B B 4= VPRrETER

: Active Directory Users and Comp
» [] saved Queries

v iﬂ askfarouk.local

_| Builtin

Computers
Domain Controllers
ForeignSecurityPrincipals
Managed Service Accoun
Users
Lab Users
Lab Workstations

1

{Ed =

Name
1l DESKTOP-C1QNTOE
1% DESKTOP-L4594TE

Type Description
Computer
Computer

ADUC shows both Computer objects inside the Lab Workstations OU under askfarouk.local. The screenshots retain the clients’
automatic DESKTOP names rather than the course labels PC10 and PC11. Verify which object belongs to each workstation using

its actual computer name.
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DAY 1/ TASK 06

Verify and hand over Day 1

Demonstrate that your environment is ready for administration work on Day 2. Record the configuration so another
administrator could continue.

Your deliverable: A verified network, directory, account and workstation baseline.

Before you begin

« Tasks 01-05 have been attempted. Use this slot to finish essential dependencies.

Assignment
1. Demonstrate the environment to the trainer and resolve any remaining dependency failures.
2. Record server/client names, addresses, domain and OU structure in your handover notes.

3. Shut down the lab VMs cleanly at the end of the session, unless the trainer instructs otherwise.

Verification checklist

o All three machines start and communicate on the intended network.
o Client DNS lookups return the correct server address.

o ADUC shows the expected OUs, users, groups and computer objects.
o Employee domain sign-in succeeds.

o The configuration and any outstanding issue are recorded in notes.

o Trainer has observed the working Day 1 baseline.

Evidence: Use the task notes below for the handover. Show live results rather than relying only on screenshots.

Assessment

o Independent o Prompted o Assisted o Incomplete

Notes / evidence
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SECTION 02 / 29 October 2026

Day 2

Operate the environment. Protect data and restore service.
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DAY 2 / TASK 07

Administer passwords

An employee needs a password reset. Require a change at the next sign-in, then enforce a minimum password standard
for domain users.

Your deliverable: A demonstrated next-sign-in password change and a tested domain password policy.

Before you begin

« Day 1 baseline works and both employee accounts are available.

Assignment
1. Reset finance.user's password and select User must change password at next logon.
2. Sign in as that user on a client and complete the required change.

3. Configure a dedicated domain-root GPO for a minimum password length of 12 characters and enabled complexity.
Ensure its link precedence makes those settings effective.

4. Show the effective domain policy. Try changing a test user password to a noncompliant value, then a compliant value.

Troubleshooting tip / Link Order

If the effective minimum password length still shows the old value, open GPMC and select askfarouk.local — Linked Group Policy
Objects. Select your passwordlevel (or Lab Domain Password Policy) link and use the up-arrow control to move it to Link Order 1,
above Default Domain Policy. Link Order 1 has the highest precedence among these domain-root links when neither is Enforced.
Keep Link Enabled set to Yes and Enforced set to No for this lab. On the domain controller, run gpupdate /force and wait until it
finishes. Then run Get-ADDefaultDomainPasswordPolicy | Select-Object MinPasswordLength, ComplexityEnabled separately. Confirm
12 and True; the settings shown inside the GPO editor alone are not proof of the effective domain policy.

Verification checklist

o The correct employee password is reset.

o Next-sign-in change is enabled and the client prompts for it.

o Employee completes the password change successfully.

o Password policy GPO is linked at the domain root with appropriate precedence.
o Effective domain policy shows a minimum length of 12 and complexity enabled.
o A noncompliant password change is rejected.

o A compliant password change succeeds.

Evidence: Show the effective policy and successful user workflow. Never record or screenshot the actual passwords.

Verification commands

Get-ADDefaultDomainPasswordPolicy | Select-Object MinPasswordLength,ComplexityEnabled,MinPasswordAge,MaxPasswordAge
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Assessment

o Independent o Prompted o Assisted o Incomplete

Notes / evidence

TASK 07 / SCREENSHOT WALKTHROUGH

Visual reference

These images show password-policy settings and a rejected password change. To enforce the default domain-user password policy, link the

GPO at the askfarouk.local domain root, not Lab Users, and check effective settings on the domain controller. The GPO name in the images

is passwordlevel; the course calls it Lab Domain Password Policy. Either descriptive name is fine, but scope and precedence determine the
result. The two captures showing the OU link are excluded from the walkthrough.

1 / Open Group Policy Management and scope the policy

Open Group Policy Management

- @ | I;' Manage Tools View

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives

Disk Cleanup

DNS

Event Viewer

Group Policy Management

iSCSI Initiator

Local Security Policy

Microsoft Azure Services

ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)
Performance Monitor

Print Management

Recovery Drive

Registry Editor

Resource Monitor

Services

System Configuration

System Information

Help

In Server Manager, click Tools — Group Policy Management. Right-click askfarouk.local itself, then create and link a dedicated
password-policy GPO, or link your existing passwordlevel GPO there. Do not link the domain-user password policy only to Lab

Users. Review domain-root link precedence and refresh policy on DCO1.
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2 / Configure the password requirements

Find the computer password-policy settings

=/ Group Policy Management Editor
File Action View Help

e nE X2 B

~ % Computer Configuration
~ [ Policies
» [ software Settings
~ [] windows Settings
» ] Name Resolution Policy
|51 Scripts (Startup/Shutdown)
> 9 Deployed Printers
v % Security Settings
v :ﬂ Account Policies
jﬂ Password Policy
:ﬂ Account Lockout Palicy
> ji Kerberos Policy
> Llocal Policies
> j Event Log
> & Restricted Groups
> ﬁa System Services
> [ Registry
> ﬁa File System
> igr Wired Network (IEEE 802.3) Policies

] Network List Manager Policies
> ;d Wireless Network (IEEE 802.11) Policies
» [ Public Key Policies
» [ Software Restriction Policies

> || Windows Defender Firewall with Advanced Security

~ || Policy

ls) Enforce password history

L Maximum password age

() Minimum password age

(25 Minimum password length

l2¢) Password must meet complexity requirements

Ly Store passwords using reversible encryption

Edit the GPO and open Computer Configuration — Policies — Windows Settings — Security Settings — Account Policies —
Password Policy. The settings are under Computer Configuration even though they govern domain-user passwords.

Define a minimum length of 12 characters

Minimum password length Properties
Security Policy Setting  Explain

Minimum password length

%

[ Define this policy setting
Password must be at least:

| 12| | characters

[ ] conm

Apply

Open Minimum password length, select Define this policy setting, set 12 characters and confirm. This configures the GPO; verify

the effective domain policy separately.
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Enable password complexity

Password must meet complexity requirements Properties ? X

Security Policy Setting  Explain

Password must meet complexity requirements

%

[ Define this policy setting:
@ Enabled

© Disabled

Open Password must meet complexity requirements, define the setting and select Enabled. Confirm the change, then verify that
the domain-root policy is effective. Passwords should be kept out of screenshots and notes.

Expected results

The GPO contains the requested settings

=/ Group Policy Management Editor - m} X

File Action View Help

e nER XE = HE

~ (& Computer Configuration “ || Policy

b Policy Setting
v Pglicies (| Enfarce password history Not Defined
5 So.ftware Seﬂi.ngs (4| Maximum password age Not Defined
- J gng:rwnseizt::lziion Policy & Minimum password age Not Defined
|2 Seripts (Startup/Shutdown) l25) Minimum password length 12 characters
. = Deployed Printers . Password must meet complexity requirements Enabled
~ i Security Settings ' Store passwords using reversible encryption Not Defined

v j Account Policies
zé Password Policy
5 Account Lockout Policy
5 Kerberos Policy
_:i Local Policies

The editor shows Minimum password length: 12 characters and Password must meet complexity requirements: Enabled. This
proves what the GPO contains, not that it is applied. On DCO1, use Get-ADDefaultDomainPasswordPolicy to confirm
MinPasswordLength and ComplexityEnabled.
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A noncompliant password change is rejected

Change a password

Unable to'update the password. The value provided for the new password does not meet the length,

complexity; or history requirements of the domain.

Windows reports that the new password does not meet length, complexity or history requirements. This is a useful negative test,
but it does not identify which GPO is effective. Verify the domain policy first, then demonstrate an accepted compliant password
change and successful sign-in.

Effective domain password policy verified

EN Administrator: Windows PowerShell — O *

PS C:\Users\Administrator> gpupdate
Updating policy...

Computer Policy update has completed successfully.
User Policy update has completed successfully.

PS sers\Administrator

DDefaultDomainP e y |
>3 Select MinPasswordlLength, ComplexityEnabled
Updating policy...

Computer Policy update has completed successfully.
User Policy update has completed successfully.

MinPasswordLength ComplexityEnabled

PS C:\Users\Administrator>

After policy refresh, Get-ADDefaultDomainPasswordPolicy returns MinPasswordLength 12 and ComplexityEnabled True. This
confirms the effective default domain password settings. If the old length appears, check the domain-root link and set the
intended policy to Link Order 1 before refreshing and testing again.
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DAY 2 / TASK 08

Provision a data volume

Company files need their own data volume. Add storage without modifying the operating system disk.

Your deliverable: A new NTFS data volume ready to hold departmental files.

Before you begin

« DCO1 is working. Save work and shut it down before adding the virtual disk.

Assignment
1. Add a new 20 GB virtual disk to DCO1, then start the server.

2. Identify the new disk by its capacity. Bring it online and initialize it as GPT.

3. Create an NTFS volume, assign drive letter E: and label it CompanyData. Leave D: assigned to the VMware DVD drive.

Use the separate F: volume for backups.

4. Create E\Company. Inside it create test.txt, write a short sentence and save. Restart the server, reopen
E:\\Company\test.txt and confirm the saved content is unchanged.

Verification checklist

o A separate 20 GB virtual disk is attached to DCO1.

o Trainee correctly distinguishes the data disk from the OS disk.

o New disk is online and initialized as GPT.

o Volume uses NTFS, drive letter E: and the CompanyData label.

o E\Company exists and accepts a test file.

o Test data remains accessible after restarting DCO1.

Evidence: Show VMware disk configuration, Disk Management and the test file after restarting.

Verification commands

Get-Disk

Get-Volume

Assessment

o Independent o Prompted o Assisted o Incomplete

Notes / evidence
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TASK 08 / SCREENSHOT WALKTHROUGH

Visual reference

The screenshots demonstrate a new 20 GB SATA data disk, initialized as GPT and formatted as NTFS. CompanyData uses E:, the VMware
DVD drive uses D:, and backups use a separate F: volume. Earlier screenshots show the default label New Volume; the final screenshot
confirms CompanyData. Disk numbers change between captures: identify the new disk by capacity and contents, never by assuming Disk 0
or Disk 1 is always the OS disk.

1 / Attach a new virtual data disk

Add a hard disk to the server VM

Virtual Machine Settings X
Hardware Options
Summary Moy
268 Specify the amount of memory allocated to this virtual machine. The memory
N size must be a multiple of 4 MB.
60 GB. -
Memory for this virtual machine: 2048 2 mB
(=) CD/DVD (SATA) Using file D:\ISOs\Server 20... L
2 Network Adapter pa
) usg controller Add Hardware Wizard x
) Sound Card Hard T
iardware
[Clbisplay ype
= Wihat type of hardwiare do you want to install? \m recommended memory

y Swapping may
Hardware types: Explanation eyond this size.)

Add a hard disk. t

o mended memory
[ Floppy Drive

2 Network Adapter
[%] use controller
) Sound Card 1S recommended minimum
(D) Parallel Port

s serial Port

(&) Generic SCSI Device
L, Trusted Platform Module

lice the amount of

ook Conca |

Add... Remove

Shut down the server first. Open VMware settings — Add — Hard Disk. Add a separate disk rather than replacing or resizing the
existing OS disk.
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Choose the virtual disk controller

Virtual Machine Settings X

Hardware Options

Device Summary Disk file
=] Memory 268 D:\Vms\SrvaL\Windows Server 2019.vmdk
i JProcessors 2
[} Hard Disk (NVMe) 60 GB Capacty
inﬁvi f:m:\) :lsmg file D:\ISOs\Server 20... Current size: 116 6B
etviork Adapter a
[] uss controller Add Hardware Wizard X
]9 Sound Card Select a Disk T
[lnisplay 2 DisicType

‘What kind of disk do you want to create?

Virtual disk type
DE

()scs1 (Recommended)
nachine is powerad off.

O satA
NVMe Defragment
[0 1DE disks can be added only while the VM is powered off. Expand...

[ nvMe disks can be added only while the VM is powered off. Compact

Advanced...

<ok Canca

Add... Remove

The captured example selects SATA. This is the controller choice, not Windows Basic/Dynamic disk type or GPT/MBR partition
style.

Create a new virtual disk
e .
Add Hardware Wizard X

Select a Disk
Which disk do you want to use? i

Disk f

(o] reate a new virtual di

A virtual disk is composed of one or more files on the host file system, which

will appear as a single hard disk to the guest operating system. Virtual disks !
can easily be copied or moved on the same host or between hosts.
(") Use an existing virtual disk )

Choose this option to reuse a previously configured disk.

(") Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk. Requires administrator privileges.

< Back Cancel

Select Create a new virtual disk. Keep the existing Windows system disk intact.
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Allocate 20 GB for the data disk

Add Hardware Wizard X
Specify Disk Capacity
How large do you want this disk to be? Ir
n
Bhl - E
Maximum disk size (GB): =
—————— |
Recommended size for Windows Server 2019: 60 GB
ul

[T Allocate all disk space now.

Allocating the full capacity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the space )
now, the virtual disk starts small and grows as you add data to it.

() store virtual disk as a single file
© split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

< Back Cancel

Set Maximum disk size to 20 GB. This is an additional data disk; the wizard's recommended OS disk capacity is not the
requirement for this data-only volume.

2 / Ildentify and initialize the disk

Find the new 20 GB disk in Disk Management

= _&' Computer Management

File Action View Help

o m HE =XU 420

& Computer Management (Local) || Volume Layout | Type | File System | Status Actions.
< [f} System Tools | Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary

Disk Management =
() Task Scheduler = (Disk 0 partition 2) Simple Basic Healthy (EFI System Partition) 2
2] event viewer = Recovery Simple Basic NTFS Healthy (OEM Partition) More Actions 4
2| Shared Folders = SESS_X64FRE_EN-US_DV9 (D:) Simple Basic UDF Healthy (Primary Partition)

@ Performance
& Device Manager

v 5 storage
J W Windows Server Backup
= Disk Management

5 Services and Applications

= Disk 0 I

Basic Recovery (<)

50.98 GB 499 MB NTFS 99 MB 59.40 GB NTFS

Online Healthy (OEM Partitio || Healthy (EFI Sys || Healthy (Baot, Page File, Crash Dump, Pri

“© Disk 1 I —

Unknown
20.00 GB 2000 GB
offline @ Unallocated

< cp-romo I
B Unallocated Bl Primary partition

Start the server, open Computer Management — Storage — Disk Management and identify the new 20 GB disk. Here it appears
as Disk 1; later captures show it as Disk 0, so always check capacity and existing partitions.
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Initialize only the new empty disk

"© Disk 0 |

Unknow
20.00 G Initialize Disk
Mot Init Offline
Properties
- Dis| | I
Basic Help . ©)
59.98 GB 499 MB NTFS 99 MB 59.40 GB NTFS

Bring the new disk online if necessary. Right-click its disk label and choose Initialize Disk. The selected 20 GB empty disk is
distinct from the roughly 60 GB disk containing C:.

Choose GPT partition style

e e e = g g ———

Initialize Disk *

'ou must initialize a disk before Logical Disk Manager can access it.

Select disks:
|| Disk 0

Use the following partition style for the selected disks:

O MBR (Master Boot Record)
® GPT (GUID Partition Table)

MNote: The GPT partition style is not recognized by all previous versions of

Windows.
0K Cancel

Select GPT (GUID Partition Table) for the new data disk. Keep the disk Basic; no Dynamic conversion is needed.
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3 / Create and format the volume

Create a New Simple Volume

= Disk 0 e

Basic
19.98 GB 19.98 GB
Online Unallocated

New Simple Volume...

MNew Spanned Volume..

= Disk 1 1 1

New Striped Volume..

Basic Recovery (C2) o
59.98 GB 499 MB NTFS a9 MB 59.40 ( New Mirrored Volume..
Online Healthy (OEM Partitic | | Healthy (EFI Sy: |  Health: MNew RAID-5 Volume...

Properties

-~ co-komo I

B unallocated B Primary partition

Right-click the unallocated space on the new 20 GB disk — New Simple Volume. Use the intended capacity and assign E:. Do not
select the partitions containing C..

Format as NTFS and set the label

New Simple Volume Wizard *

" Format Partition
To store data on this partition, you must format it first.

Choose whether you want to format this volume, and if so, what settings you want to use.

C Do not format this volume

® Format this volume with the following settings:

File system: NTFS
Allocation unit size: Default
Volume label: New Volume

- [] Perform a quick format

ia [ Enable file and folder compression

9

on

Choose NTFS with the default allocation unit size and quick format. Replace the captured default label New Volume with
CompanyData before finishing. The demonstration assigns E: because D: is already occupied.

Server+ Practical Training | 28-29 October 2026
askfarouk.net/server-plus


https://askfarouk.net/server-plus

Expected results

Create Company and a saved test file

| < | Company - [m} x

Home Share View - @

« v 1 » ThisPC > New Volume (E) > Company ~ Q| | Search Company »r

~
Name Date modified Type Size
3t Quick access

[ Desktop
¥ Downloads

D New Text Document 10/26/2026 7:26 A..  Text Document 1KB

ocuments.

%% oWy

[&] Pictures

" This PC
_J 3D Objects
[ Desktop

ocuments

'r Downloads

J'! Music

&= Pictures

E Videos

% Local Disk (C:)

i DVD Drive (D) SESS

~— New Volume (E)

¥ Network

1item 1item selected 11 bytes =

File Explorer shows E:\Company with a text document on the new data volume. Put a recognizable sentence in the file and save it.
Restart the server, reopen it and confirm the text remains. This screenshot proves the folder/file exist, but does not by itself prove
the post-restart check.

CompanyData and a non-empty test file

| < | Company - = ®

Home Share View (2]

« v T » This PC » CompanyData (E) > Company v U | Search Company »r
~
Name Date modified Type Size
3t Quick access

[ Desktop
‘ Downloads
Documents

D New Text Document 10/26/2026 7:34 A.. Text Document 1KB

[&=! Pictures

U

Company

= This PC
~# 3D Objects
[ Desktop
Documents
¥ Downloads
b Music
[&! Pictures
E Videos
% Local Disk (C3)
& DVD Drive (D:) SESS
= CompanyData (E)

¥ Network

1item 1 item selected 11 bytes =

File Explorer shows E\Company on CompanyData (E:) with a saved text document. The status bar reports 11 bytes, confirming
the file is no longer empty. Reopen it after restarting the server and confirm that the saved sentence is unchanged; this
screenshot alone does not establish that a restart occurred.
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DAY 2 / TASK 09

Publish departmental storage

Finance employees must edit their departmental files. HR employees must not access them. Prove both outcomes from a

client.

Your deliverable: A Finance share with tested group-based access control.

Before you begin

« CompanyData volume exists and GG_Finance/GG_HR contain the correct users.

Assignment

1. Create E\\Company\Finance and share it as Finance.

2. Set share permissions to allow GG_Finance Change and Administrators Full Control. Remove broad unintended access.

3. Set NTFS permissions to allow GG_Finance Modify, while retaining SYSTEM and Administrators Full Control. Review

inherited access.

4. Test file creation, editing and deletion as finance.user. Sign out and test denied access as hr.user.

Verification checklist

o The Finance folder and \\DCO1\Finance share exist.

o Share and NTFS permissions are both reviewed.

o Departmental access is assigned through GG_Finance.

o SYSTEM and Administrators retain required NTFS access.

o No unintended broad group grants HR access.

o finance.user creates, edits and deletes a test file from a client.
o hr.user receives access denied in a separate sign-in session.

o Trainee explains how share and NTFS permissions combine for network access.

Evidence: Show both permission layers and demonstrate allowed and denied access using standard employee accounts.

Verification commands

Get-SmbShareAccess -Name Finance

icacls E\Company\Finance

Assessment

o Independent o Prompted o Assisted o Incomplete

Notes / evidence
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TASK 09 / SCREENSHOT WALKTHROUGH

Visual reference

The demonstration uses E\Company\Finance, shared as Finance, and the server address 192.168.77.129. The updated share-permission
screenshots confirm GG_Finance Change and Read, and Administrators Full Control. The NTFS screenshots show a separate layer: verify
GG_Finance Modify, SYSTEM and Administrators Full Control, and review the remaining Users entry for unintended access. Check both
layers separately.

1 / Publish the Finance share

Open the Finance folder properties

| + | Company
Home Share View
« v P » This PC > CompanyData (E) > Company >
Name Date modified
3 Quick access
Fin 10126/2026 7:36
B Desktop * /
E Ne Open 5/2026 7:34
¥ Downloads » Open in new window
Documents * Pin to Quick access
=] Pictures »
Give access to >
Company . .
Restore previous versions
= This PC Include in library >
_# 3D Objects Pin to Start
[ Desktop Send to >
Documents
Cut
¥ Downloads Copy
} Music Paste
=/ Pictures
Create shortcut
i Videos
Delete
% Local Disk (C) Rename
i DVD Drive (D:) SES¢
Properties
. CompanyData (E3)

¥ Network

Create Finance inside E\Company. Right-click Finance and select Properties.
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Enable Advanced Sharing

Finance Properties X

Advanced Sharing X

[] Share this folder
Settings
Share name:

[ Finance |

Add Remove

Limit the number of simultaneous users to: 167775
Comments:

I

| QK | ‘ Cancel | Apply

On the Sharing tab choose Advanced Sharing, select Share this folder and set the share name to Finance.

Add the domain security group

Select Users, Computers, Service Accounts, or Groups X
Select this object type:
Users, Groups, or Built4n secunty principals | Object Types... ‘

From this location:
askfarouk local | Locations... |

Enter the object names to select (=xamples):
GG _Finance | Check Names |

| Advanced.. | 0K | Cancel |

In share Permissions choose Add, enter GG_Finance and use Check Names. Confirm the location is askfarouk.local.
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Share permissions: Administrators Full Control

Permissions for Finance it

Share Pemmissions

Group or user names:

S8 Administrators (ASKFAROUK\Administrators)
£2 GG_Finance (ASKFAROUK\GG_Finance)

Remove
Permissions for Administrators Alow Deny
Full Control |
Change O
Read 0

Administrators is selected and Allow Full Control, Change and Read are checked. GG_Finance is also present. This verifies the
administrative share-permission entry; select Finance separately to inspect its permissions.

Share permissions: Finance Change and Read

Permissions for Finance it
Share Pemissions

Group or user names:

GG_Finance (ASKFAROUK\GG_Finance
82 Administrators (ASKFAROUK Administrators)

Remove
Pemissions for GG_Finance Allow Deny
Full Control | O
Change %] O
Read ~ O

ok ][ concel | [ ook

GG_Finance is selected. Allow Change and Read are checked, while Full Control is unchecked. Alongside the Administrators
screenshot, this confirms the requested share ACL. NTFS permissions remain a separate layer and still need their own review.
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2 / Configure NTFS permissions

Inspect the Security tab

Finance Properties X

General Sharing Securty  Previous Versions  Customize
Objectname: E\Company\Finance

Group or user names:
£ CREATOR OWNER
B SYSTEM
ER Administrators [ASKFARCUK\Administrators)
ER Users (ASKFAROUK\Users)

To change permissions. click Edit

Permissions for CREATOR
OWNER Allow Deny

Full control

Maodify

Read & execute
Listfolder contents
Read

Write v

For special permissions or advanced settings, Advanced
click Advanced

Close Cancel Apply

This is the NTFS permission layer. Review inherited permissions and retain SYSTEM and Administrators. Inspect the remaining
Users entry for unintended broad access.

Edit the NTFS ACL

i Permissions for Finance X

Security

Objectname: E:\Company\Finance

}T3CREATOR OWNER

£ SYSTEM
i ER Administrators (ASKFAROUK\Administrators)
q ER Users (ASKFAROUK\Users)

i
f
f Group or user names:
f
f

Add... Remove
Permissions for CREATOR
OWNER Allow Deny
Full control O O 2l
Modify O O
E Read & execute O O
4 List folder contents 1 1
: Read ™ ™ >

Choose Edit — Add and add GG_Finance. If entries are inherited, use Advanced to review inheritance and remove unintended
access while preserving SYSTEM and Administrators.
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Assign GG_Finance Modify

Permissions for Finance X
scurity
Jbjectname E:\Company\Finance

3roup of User names:

5L CREATOR OWNER

B SYSTEM

ER Administrators (ASKFARQUK\Administrators)
ER GG_Finance (ASKFAROUK\GG_Finance)
ER Users (ASKFAROUK\Users)

Add... Remove
2ermissions for GG_Finance Allow Deny
Full control O ~
Modify Il
Read & execute O
Listfolder contents O
Read o .

Cancel Aeply | g

Modify is selected for GG_Finance. Keep SYSTEM and Administrators Full Control. Review the separate Users entry; Finance's
correct entry does not prove that other groups lack access. Prefer removing an unintended Allow over adding an explicit Deny.

3 / Test from an employee client

Open the server shares

Run >

Type the name of a program, folder, document or
Internet resource, and Windows will open it for you.

/-

Open: | \\192.168.77.129 v

Ok Cancel Browse...

Use Win + R and enter \\192.168.77.129, then open Finance; or open \\192.168.77.129\Finance directly. Confirm the active
employee identity with whoami.
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Expected results

Finance-user test: create a file

< | Finance
Recycle Bin
Home Share View

v M & > Network > 192.168.77.129 > Finance v O Search Finance

Name Date modified Type
3 Quick access

|5] created in windows 10 by user finance 10/26/2026 2:46 PM  Text Document

m Desktop
+ Downloads
[Z Documents

& Pictures
@ OneDrive
= This PC

¥ Network

2:46 PM
)
" 10/26/2026 E1

The Finance share contains the file created during the Finance-user test. Also edit, save and delete a designated test file to verify
Modify access. Establish the employee identity with whoami; File Explorer alone does not show it.

HR-user test: access denied

- R ——————

- X

o 19216877128 X 1 H
™ X @& > Network > 19216877129 > Search 192168.77.129 Q
o T sort 5= view ee (B petails

> @b OneDrive e ‘ T -
Network Error x
B Desktop Windows cannot access \\192.168.77.129\Finance

J- Downloads You do not have permission to access Y\192.168.77.129\Finance. Contact your network
- administrator to request access.

] Documents
- For more information about permissions, see Windows Help and Support

A Pictures
W) Music
3 videos

> [ This PC

> 8 DVD Drive (D:) C

Jitems 1 item selected

The HR-user test receives a permission-denied error for the Finance share. Use a separate employee sign-in session to avoid
cached SMB credentials. This confirms denied network access in this test, but does not prove that each permission layer
independently excludes HR.
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DAY 2 / TASK 10

Launch the company intranet

Publish a simple internal website that employees can open by name from either workstation. Make it recognizably yours.

Your deliverable: A custom intranet at http://askfarouk.local:8080/, accessible from both clients with the firewall enabled.

Before you begin

« Domain DNS and client connectivity work. The data volume is ready.

Assignment
1. Install Web Server (IIS), including Static Content, Default Document and the IIS Management Console.

2. Create E:\Intranet on CompanyData. Download the index.html starter into it, then edit the team name and welcome
message. Confirm the file is index.html, not index.html.txt.

3. In lIS create a site named companyportal, physical path E:\Intranet, type HTTP, IP All Unassigned, port 8080 and a
blank Host name. Keep this binding unique among running sites. The port-80 Default Web Site can remain separate.

4. Give the web server the required read access to the content folder. Confirm index.html is an enabled Default
Document, the site is started, and askfarouk.local resolves to 192.168.77.129.

5. Allow inbound TCP 8080 from 192.168.77.0/24 on the server. Keep Windows Firewall enabled. Test
http://askfarouk.local:8080/ from each client, then edit the page and confirm the updated result.

Download index.html starter from the online course

Recorded fix / site opens on server but not on clients

Observed: the client could ping 192.168.77.129 but its TCP 8080 test failed. The server showed a listener on :: and
successfully connected to its own IPv4 address on 8080. That local IPv4 test confirmed the listener accepted IPv4.
Creating an inbound Allow rule for TCP 8080, restricted to the lab subnet and covering all firewall profiles, restored client
access. A profile switched off earlier may not be the active Domain profile. Keep the firewall enabled with this specific
rule; Enforced GPO settings are not part of this fix.

Get-NetTCPConnection -State Listen -LocalPort 8080
Test-NetConnection 192.168.77.129 -Port 8080

New-NetFirewallRule -DisplayName "Lab IS TCP 8080" -Direction Inbound -Action Allow -Protocol TCP -LocalPort 8080 -RemoteAddress
192.168.77.0/24 -Profile Any

Run the listener check and rule creation in elevated PowerShell on Server 2019. Run the TCP test first on the server and then on each client.
After applying the rule, confirm TcpTestSucceeded is True from the client and browse http://askfarouk.local:8080/. Profile Any covers
Domain, Private and Public; RemoteAddress limits the rule to this lab subnet. Create the named rule once; if it already exists, inspect it
instead of adding duplicates.

Verification checklist

o lIS role, Static Content, Default Document and management tools are installed.

o companyportal points to the intended Intranet folder and is started.

o HTTP binding uses All Unassigned (or the server address), port 8080 and a blank host name.

o index.html is present, loads as the default document and displays a custom company or team name.

o The web server has the required NTFS read access to the content folder.
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o askfarouk.local resolves to 192.168.77.129 from the clients.
o PC10 and PC11 load http://askfarouk.local:8080/ successfully.
o An edited page is visible after refresh; Windows Firewall is enabled and the lab TCP 8080 rule allows client access.

Evidence: Show the IIS binding, DNS lookup and your custom intranet open on both clients.

Verification commands

nslookup askfarouk.local

Test-NetConnection 192.168.77.129 -Port 8080
Get-NetTCPConnection -State Listen -LocalPort 8080

Assessment

o Independent o Prompted o Assisted o Incomplete

Notes / evidence
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TASK 10 / SCREENSHOT WALKTHROUGH

Visual reference

These screenshots match the demonstrated Server 2019 IIS setup: site companyportal, physical path E\Intranet, HTTP port 8080, IP All
Unassigned and a blank host name. The client uses http://askfarouk.local:8080/. The data folder is E:\Intranet. If using another subnet,
update the address and firewall scope consistently. The starter is now supplied directly as index.html.

1 / Install and open IIS

Select the destination server

B, Add Roles and Features Wizard — O X
- . DESTINATION SERVER
Select destination server WIN- E5CPROGO0GD askiarouklocal
Before You Begin Select a server or a virtual hard disk on which to install roles and features.
Installation Type ®) Select a server from the server pool
O Select a virtual hard disk
Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

WIN-E5CPRO600GD.askf... 192.168.77.129  Microsoft Windows Server 2019 Essentials

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

< Previous Install Cancel

In Add Roles and Features, select the intended Server 2019 machine at 192.168.77.129. Its actual hostname may differ from the
course label DCO1.
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Install Web Server (1IS)

E Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

Server Selection

Features
Web Server Role (lIS)
Role Services

Confirmation

Select one or more roles to install on the selected server.

Roles

DESTINATION SERVER
WIN-ESCPROS00GD.askfarouk.local

Description

[] Active Directary Certificate Services
' Active Directory Domain Services (Installed)
[] Active Directary Federation Services
[] Active Directory Lightweight Directory Services
[T] Active Directary Rights Management Services
[] DHCP Server
/| DNS Server (Installed)
[] FaxServer
3 IE File and Storage Services (4 of 11 installed)
[] Hyper-v
["] Network Policy and Access Services
[T] Print and Document Services
[] Remote Access
[] Remote Desktop Services
[] Volume Activation Services
[] windows Deployment Services
[] Windows Server Update Services

Web Server (IIS) provides a reliable,
manageable, and scalable Web
application infrastructure.

‘ < Previous ‘ ‘

Next > ‘ ‘ Install H Cancel |

Select Web Server (11S) and include its management tools. Ensure Static Content and Default Document are installed, then

complete installation.

Open Internet Information Services Manager

% Internet Information Services (1IS) Manager

& @) StartPage

File View Help
Connections
Q- |28

“ﬁ Start Page

> -9 WIN-ESCPROGOOGD (ASKFAR!

ernet Information; SENVICESHIUE

Mame Server Eonnectto localhost Hz r;ewslanddlnformalion ~
onnect to a server... ownloads
@I WIN-ESCPROGOOGD  localhost )
Connect to a site... IS Forums
Connect to an application... TechNet
MSDN
ASP.NET News
< > Microsoft Web Platform v
\ 7
1S News is disabled, click the Enable IS News link to get the most recent online news.
\ J
< >
Ready

Open IIS Manager from Server Manager — Tools and expand the server in the Connections pane.
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2 / Prepare content and configure the site
Place index.html in the Intranet folder

« ~ 1 > This PC * CompanyData (E) > Intranet
Name
~ 3 Quick access

&) ing
[ Desktop » £] index

The screenshot shows index in E\Intranet with file type HTML Document. The download is named index.html. Confirm the full

Date modified

10/25/2026 12:20 ...

extension and keep it in the folder configured as the IIS physical path.

Right-click Sites and add a website

w Internet Information Services (11S) Manager

€ > [Ga » WIN-ESCPROGOOGD »

File View Help

R

Q- |78
. 'q Start Page Filt
v €5 WIN-ESCPROGOOGD (ASKFAR( | _ -
Q Application Pools IS
s @@ AddWebsite...
§&1 Refresh o
% Switch to Content View
&
Modules
Manageme

In [IS Manager right-click Sites — Add Website.
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Use the demonstrated HTTP 8080 binding

Add Website ? X

Site name: Application poo
‘mmpanyportal J |cumpanypnrtal Select...

Content Directory
Physical path:
[Eintranet

Pass-through authentication

Connect as... Test Settings...
Binding
Type: IP address: Port:
http | [All Unassigned ] [oosd ]

Host name:

l

Example: www.contoso.com or marketing.contoso.com

[ Start Website immediately

Set site name companyportal, physical path E\Intranet, HTTP, All Unassigned and port 8080. Leave Host name blank and start the
site. A blank host name allows requests to this binding using the server IP or an appropriate DNS name.

Expected results

Server-local website test

a & nhitp://127.00.1:8080/ - O Search...
2 Company Intranet x| LT
~
EMPLOYEE PORTAL
Welcome to our company.
[
This intranet is running on our Windows Server using IIS.
Team announcement
Replace this text with your team name and a short welcome message.
v

The server opens http://127.0.0.1:8080/ and loads the starter page. This proves local serving, but a client test is also needed. If
remote TCP 8080 fails, use the recorded firewall diagnostic sequence.
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Client website test succeeds

e @ nhitp://askfarouklocal:8080/ £~ & 2 company Intranet x

EMPLOYEE PORTAL

Welcome to our company.

This intranet is running on our Windows Server using lIS.

Team announcement

Replace this text with your team name and a short welcome message.

Our services

« Domain sign-in for employees
« Secure departmental storage
» A working internal website

The client loads http://askfarouk.local:8080/ successfully. Repeat on the second client with Windows Firewall enabled and the lab
TCP 8080 rule in place. Customize the team text before completing the task; the captured page still contains the supplied starter
wording.
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DAY 2 / TASK 11

Back up and recover a Finance file

Protect a Finance document with Windows Server Backup, recover its backed-up version and prove the content and
employee access are correct. The demonstrated method creates a restored copy while preserving the original.

Your deliverable: A successful Finance-folder backup on F: and a recovered file with matching content, accessible to the Finance
employee.

Before you begin

« Finance share works. A separate backup disk is available or can be added.

Assignment

1. Prepare a separate 30 GB backup disk, formatted as NTFS and assigned F: with label Backup. Keep CompanyData (E:)
separate. Confirm Windows Server Backup is installed; install it through Server Manager — Add Roles and Features —
Features if needed.

2. Create E\Company\Finance\Recovery-Test.txt. Enter a recognizable sentence, save and close it, then reopen it to
confirm the content was saved.

3. Open Windows Server Backup — Local Backup — Backup Once — Different options — Custom — Add Items. Select
E:\Company\Finance, choose Local drives and destination Backup (F:), review the summary and run the backup. Confirm
Successful before attempting recovery.

4. Choose Recover — This server — the successful backup date/time — Files and folders. Browse to CompanyData (E:) —
Company — Finance and select Recovery-Test.txt. Verify the file is available in the backup.

5. For the demonstrated non-destructive method, keep the original file, select Original location and Create copies so
that you have both versions. Keep Restore ACL permissions selected. Review the summary, recover and open the new
dated copy. Compare its content with the original saved sentence.

6. Alternatively, to simulate accidental deletion, delete only the designated Recovery-Test.txt after verifying it exists in
the backup, then recover it to its original location. Do not delete the Finance folder or unrelated data. Use either
recovery method and record which one you tested.

7. Sign into a client as finance.user and open the recovered file through the Finance share. Verify its text and
permissions. Explain why F: on the same physical host is sufficient for this exercise but does not protect against host
failure.

Verification checklist

o Backup (F:) is a separate volume from CompanyData (E:) and has sufficient free space.

o Windows Server Backup is installed and its Local Backup console opens.

0 Recovery-Test.txt contains identifiable saved text before backup.

o A completed successful backup includes E\Company\Finance and the test file.

o The chosen recovery method is recorded: preserved-original copy recovery or deletion of only the designated test file.
o The recovered file opens and contains the same text as the backed-up version.

o finance.user can open the recovered file through the Finance share.

o Trainee explains why a backup disk on the same host does not protect against host failure.

Evidence: Show the successful backup result, restored file content and client access.
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Assessment

o Independent o Prompted o Assisted o Incomplete

Notes / evidence

TASK 11 / SCREENSHOT WALKTHROUGH

Visual reference

The demonstrated setup uses CompanyData (E:) for source data and a separate roughly 30 GB Backup (F:) volume for the backup. The

recovery creates a copy because the original file remains. This demonstrates recovering a backed-up file, not deletion recovery. The course

also offers deletion of only the designated test file as an alternative exercise after verifying the backup.

1 / Prepare the destination and source file

Separate backup volume is available

=%

Windows Server 2019

= | This PC

Computer  View
Windows Server

Windows 10 x6< [ v 1 = ThisPC >

Windows 11 x64 o
v 5 Quick access  Folders (1)
I Desktop 3D Objects
¥ Downloads
| Documents Music
Company  Devices and drives (4)
- CompanyData (¢ ek
System32 =
v @ ThisPC
B 3D Objects
I Desktop
&) Documents
¥ Downloads
D Music
=) Pictures
[ videos
. Local Disk (C)
i DVD Drive (D) S
- CompanyData (£

- New Volume (F:)

- New Volume (F)

[Pr—
11 items

File Explorer shows CompanyData (E:) and Backup (F:) with approximately 30 GB available on the backup volume. The label

Backup is acceptable.
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o

D Search

Desktop

Pictures
-—

DVD Drive (09
Pl sessxe4rRe EN-US DVO

0 bytes free of 4.28 GB

Documents

a Videos

CompanyData (E)

~ 19.9 GB free of 19.9 GB

~

eemoaedoos=
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Backup (F)
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Windows Server Backup is installed

[, Add Roles and Features Wizard - O X
DESTINATION SERVER
Select features WIN-ESCPROGO0GD.askfarauklocal

| Before You Begin Select one or more features to install on the selected server.

Dl Installation Type Features Description
Server Selection [] Simple TCP/IP Services ~ Windows Server Backup allows you
e Server Roles ¢ ] SMB 1.0/CIFS File Sharing Support to back up and recover your
[] sMB Bandwidth Limit operating system, applications and
N Fe, data. Yc hedule back d
P I:l SMTP Server ata. You can schedule backups, an
i [] SNMP Service protect the entire server or specific
[ Telnet Client volumes.
(] TFTP Client

] WebDAV Redirector

[] windows Biometric Framework

+/| Windows Defender Antivirus (Installed)
] Windows Identity Foundation 3.5

[] windows Internal Database

Iil Windows PowerShell (2 of 5 installed)
[] Windows Process Activation Service
[] windows Search Service

4R\Windows Server Backup (Installed)

D Windows Server Migration Tools

[_] Windows Standards-Based Storage Management
D Windows Subsystem for Linux

Next > Install

The Features wizard marks Windows Server Backup as Installed. If already present, close the wizard and open the backup console;
no reinstall is required.

Save distinctive test content

Nj] Recovery-Test - Notepad — O X

File Edit Format View Help
Finance recovery test — this file must be restored.

Windows (CRLF) Ln 1, Col 1 100%

Recovery-Test contains the text Finance recovery test - this file must be restored. Save it in
E:\\Company\Finance\Recovery-Test.txt before backup. The wording lets you verify the recovered version later.

Server+ Practical Training | 28-29 October 2026
askfarouk.net/server-plus


https://askfarouk.net/server-plus

Open Local Backup

i wbadmin - [Windows Server Backup (Local)\Local Backup]

File Action View Help

LX IR-]c!

B tocrsocap cal Backup [

Open Server Manager — Tools — Windows Server Backup — Local Backup. Choose Backup Once to create the classroom folder

backup.

éb You can perform a single backup or schedule a regular backup using this application.

A Ne backup has been configured for this computer. Use the Backup Schedule Wizard or the Backup Once Wizard to perform a regular or one-time backup.

Messages (Activity from last week, double click on the message to see details)

Time Message Description
Status
Last Backup Next Backup All Backups
Status: - Status: Total backups: 0 copies
Time: - Time: Latest copy:
View details B} View details Oldest copy:

View details

2 / Create a custom folder backup

Choose Different options

‘9 Backup Once Wizard

‘y Backup Options

Jptions

Select Backup Configurat...

Specify Destination Type
Confirmation

Backup Progress

Create a backup now using: F

Scheduled backup options

Choose this option if you have created a scheduled backup
and want to use the same settings for this backup.

@ Different options

Choose this option if you have not created a scheduled backup
or to specify a location or items for this backup that are
different from the scheduled backup.

To continue, click Next.

< Previous Backup Cancel

In Backup Once, select Different options to configure this one-time job.
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i@ Backup Schedule...

6 Backup Once..

18 Recover.
Configure Performance Settings..
View

Help
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Select Custom

4 Backup Once Wizard X
Ygs :
Select Backup Configuration

Backup Options What type of configuration do you want to schedule? K
Select Backup Configurat... ) Full server (recommended)

Select ltems for Backup | want to back up all my server data, applications and system state. L
Specify Destination Type Backup size: 12.80 GB

Confirmation (@ Custom

Backup Progress | want to choose custom volumes, files for backup.

‘ < Previous MNext > Backup Cancel

Choose Custom so you can select Finance rather than backing up the whole server.

Select the Finance folder

B Backup Once Wizard X

4
f.i& Select Items for Backup

Select Items et

Backy =
’ s Specify tems to include in the backup by selecting or clearing the associated check boxes. The items that you puide
Select B§  have included in the cument backup are already selected.

[
Specify [ ] & Bare metal recovery ~
Confirm| System state
k& EFI System Partition
Backup [k CompanyData (E:)
@[]+ SRECYCLEBIN
=[] + Company
- w4 . Finance
[ HR
Dj New Text Document.txt
#-[] - Intranet
#-[] + System Volume Information
[ka Recovery >
[Ka Local disk (C7)
[Tk Backup (F) v

[o ][ oo

< Previous Next > Backup Cancel

Expand CompanyData (E:) - Company and select Finance. Confirm Recovery-Test.txt was saved inside this folder.
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Choose a local-drive destination

B Backup Once Wizard

‘;i&‘ Specify Destination Type

Backup Options

Select Backup Configurat...

Select Items for Backup

Specify Destination Type

Select Backup Destination

Confirmation

Backup Progress

Choose the type of storage for the backup:

(® Local drives
Example: local disk (D), DVD drive (E)

() Remote shared folder
Example: \\MyFileServer\SharedFolderName

‘ < Previous Next > Backup Cancel

Select Local drives. The backup destination must be separate from the selected source volume.

Select Backup (F:)

)

Choose Backup (F:) and confirm it has sufficient space. The source is on E:;, not F..

b Backup Once Wizard

Backup Options

Select Backup Configurat...
Select ltems for Backup
Specify Destination Type

Confirmation

Backup Progress

4
3:'& Select Backup Destination

Select a volume to store the backup. An external disk attached to this computer is listed
as a volume,

Backup destination: Backup (F) -

Total space in backup destination: 29.98 GB

Scicctfactplicty s Free space in backup destination: 29.92GB

< Previous Next > Backup Cancel
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Review before starting

if Backup Once Wizard X
dga . |
Confirmation
Backup Options A backup of the items below will now be created and saved to the specified P
destination.
Select Backup Configurat...
Select Items for Backup File excluded: None -
Specify Destination Type Backup destination:  Backup (F:)
Select Backup Destination Advanced option: VS5 Copy Backup
Backup Progress Name

: EACompany\Finance

‘ < Previous . Next > Cancel

The confirmation shows E\Company\Finance as the backup item, Backup (F:) as the destination and VSS Copy Backup. Start the
job and wait for the outcome.

3 / Select and recover the backed-up file

Start recovery from this server

b Recovery Wizard X

a
E;;& Getting Started

You can use this wizard to recover files, applications, volumes, or the system state
from a backup that was created earlier.

Select Backup Date

Select Recovery Type Where is the backup stored that you want to use for the recovery?

4 @® This server (WIN-ESCPROGO0GD)

Select tems to Recover

Specify Recovery Options (O A backup stored on another location

Confirmati
enfirmatien To continue, click Next.

Recovery Progress

o

< Previous Next > Recover Cancel

Choose Recover, then This server because the job was created on this server and its backup is available locally.
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Select the successful backup version

E:“_& Select Backup Date

Getting Started Oldest available backup:  10/26/2026 2:54 PM
Newest available backup:  10/26/2026 2:54 PM
select Recovery Type Available backups
Select tems to Recover Select the date of a backup to use for recovery. Backups are available for dates shown in bold.
Specify Recovery Options
Confirmation Backup date: 10/26/2026
Recovery Progress : October 2026 ' Time: 2:54PM N
Sun Mon Tue Wed Thu Fri Sat
1 2 3 Location: Backup (F)
4 5 6 7 8 9 10 Status: Available online

" 12 13 14 15 16 17
18 19 20 21 2 23 24 Recoverable items: CompanyData (E)...

25 (26 27 28 29 30

< Previous Next > Recover Cancel

‘b Recovery Wizard XK

Select the date and time of the successful backup. The displayed recoverable item is CompanyData (E:), with the backup stored

on F.

Choose Files and folders

b Recovery Wizard

4
E-ZS Select Recovery Type

Getting Started

What do you want to recover?
Select Backup Date (® Files and folders

Select Recovery Type You can browse volumes included in this backup and select files and folders.

Select Iltems to Recover Hyper-V

Specify Recovery Options

Confirmation
O Volumes

Recovery Progress .
You can restore an entire volume, such as all data stored on C:.

< Previous Next > Recover Cancel

Select Files and folders to recover the individual test document.
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Confirm the test file is in the backup

b Recovery Wizard
a4
Select Items to Recover
Getting Started Browse the tree in Available items to find the files or folders that you want to recover. Click an item
Select Backup Date in the tree or under Name to select it for recovery.
Select Recovery Type Available items: Items to recover:
Py e—— =~ WIN-ESCPROGO0GD Name ) Date Modified
Specify Recovery Options Sl CompanyData (E) D created in windows 1o b..  10/26/2026 7:4...
=1 Company Recove y B

o ; ecovery-Test txt
Confirmation : Finance
Recovery Progress

< Previous Next > Recover Cancel

Expand CompanyData (E:) = Company — Finance and select Recovery-Test.txt. This confirms the backup contains the file before
any optional deletion exercise.

Keep both versions and restore ACLs

1@ Recovery Wizard X
| & ... .
Specify Recovery Options
f Getting Started Recovery destination
B = @ Original location
| Select Recovery Type

(O Another location

Select Items to Recover
Browse

Specify Recor Options

Confirmation
When this wizard finds items in the backup that are already in the recovery destination

Recovery Progress
very Freg (® Create copies so that you have both versions
(O Overwrite the existing versions with the recovered versions

(O Do not recover the items that already exist on the recovery destination

Security settings

[~] Restore access control list (ACL) permissions to the file or folder being recovered

o

< Previous Recover Cancel

Choose Original location and Create copies so that you have both versions. Keep Restore access control list (ACL) permissions
selected. This demonstrated method preserves the existing original.
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Review the recovery plan

18 Recovery Wizard X
$ Confirmation

Getting Started From backup: 10/26/2026 2:54 PM

Select Backup Date Recovery items:

Select Recovery Type E\Company\Finance\Recovery-Test txt

Select Items to Recover

Recovery Progress

Recovery destination:  Original location
Recovery option: Create copies of recovered files
Security settings: Recover

et o [ Recover || conce |

The summary shows E\Company\Finance\Recovery-Test.txt, Original location and Create copies of recovered files. Click Recover
and wait for completion; this summary alone is not a success result.

Expected results

The backup job succeeded

Local Backup .

éb You can perform a single backup or schedule a regular backup using this application.
& No backup has been configured for this computer. Use the Backup Schedule Wizard or the Backup Once Wizard to perform a regular or one-time backup.
P g p P P pe g P
Messages (Activity from last week. double click on the message to see details)
Time Message Description
@ 10/26/2026 2:54 PM Backup Successful
Status
Last Backup Next Backup All Backups
Status: ) Successful Status:  Not scheduled Total backups: 1 copies
Time: 10/26/2026 2:54 PM Time: - Latest copy: 10/26/2026 2:34 PM
View details B} View details Oldestcopy:  10/26/2026 2:54 PM
View details

Last Backup shows Successful and All Backups shows one copy. The warning about no configured backup schedule refers to
scheduling; the on-demand backup has succeeded.
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The recovered copy contains the expected text

j 2026-10-26 14-54 Copy of Recovery-Test - Notepad — O

File Edit Format View Help
[Finance recovery test — this file must be restored.

Windows (CRLF) Ln1, Col 1 100%

Viidann

Notepad opens a dated Copy of Recovery-Test with the same Finance recovery-test sentence. This supports successful copy
recovery. Finish by checking the recovery job outcome and opening this recovered file from a client signed in as finance.user.
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DAY 2 / TASK 12

Resolve the service incident

The trainer will introduce one fault. Reproduce the user complaint, collect evidence, fix the cause and demonstrate
recovery.

Your deliverable: A restored service and a short incident record that another administrator can understand.

Before you begin

» The relevant service worked before the trainer introduced the fault.

Assignment

1. Write down the symptom and reproduce it as the affected employee.

2. Check the most relevant dependencies and record the evidence before making a change.
3. Identify the cause, make a targeted correction and repeat the original failed action.

4. Verify a related function still works. Record symptom, cause, fix and verification in your notes.

Verification checklist

o The original complaint is reproduced.

o Relevant evidence is collected before settings are changed.
o The actual cause is identified.

o A targeted correction restores the intended configuration.
o The original failed action succeeds after the fix.

o A related service or function still works.

o Notes contain the symptom, cause, correction and verification.

Evidence: Demonstrate the recovered service live and complete the incident notes below.

Assessment

o Independent o Prompted o Assisted o Incomplete

Notes / evidence
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DAY 2 / FINAL DEMONSTRATION

Hand over a working environment.

o Sign in as a domain employee.

o Show the effective password policy.

o Demonstrate Finance access and denied HR access.
o Open the intranet by name.

o Show the recovered file and successful backup.

o Explain a fault: symptom, evidence, cause, correction and verification.

Outstanding issues / handover
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SECTION 03 /

Continue
your practice.

Extend the lab. Build independence, one verified change at a time.
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BEYOND THE CORE LABS

Make the next change with a clear
purpose.

Choose an extension, define what success should look like and record the change. Verify that the services built earlier
still work afterward.

« Automate client addressing with DHCP.
* Redirect Documents so employee files are available from either workstation.
* Observe a prepared unattended deployment and distinguish network boot from complete automation.

Document the starting configuration — make one change — test the intended result — check a related service — record what you
learned.
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CONTINUE YOUR PRACTICE / TASK E1

Automate client addressing

Replace the static client addresses with leases from an authorized DHCP server.

Your deliverable: Both clients receive correct addresses and DNS settings automatically.

Before you begin

« Core labs are complete. All machines use the same lab network. Disable VMware DHCP on that network before
activating Windows DHCP to avoid competing address offers.

Assignment

1. Install DHCP on DCO1 and complete authorization in Active Directory.

2. Create and activate a scope from 192.168.77.160 to 192.168.77.190 with mask 255.255.255.0. This avoids the server
and planned static client addresses .129-.131; check for other occupied addresses before activation.

3. Set scope DNS server to 192.168.77.129 and DNS suffix to askfarouk.local. Set router option 003 to 192.168.77.2 for
the demonstrated NAT network; omit it on a host-only network without a router.

4. Change both clients to automatic IP and DNS settings. Renew their leases and retest the domain, share and intranet.

Verification checklist

o DHCP is installed and authorized.

o Scope range and mask are correct and scope is active.
o DNS options point to DCO1 and the domain suffix.

o Both clients receive addresses in the scope.

o ipconfig /all identifies DCO1 as DHCP and DNS server.
o Both leases appear in DHCP Manager.

o Domain services, Finance access and intranet still work.

Evidence: Show client configuration, server leases and a successful service test.

Verification commands

ipconfig /release
ipconfig /renew
ipconfig /all

Assessment

o Independent o Prompted o Assisted o Incomplete

Notes / evidence
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CONTINUE YOUR PRACTICE / TASK E2

Make Documents follow the user

Store employee Documents folders centrally so a user can access the same documents from either workstation.

Your deliverable: Documents redirected through a user GPO, with cross-client access and per-user privacy verified.

Before you begin

« Domain users, both clients and the data volume work. Review the linked Microsoft permission recipe before
configuring the share.

Assignment

1. Create E:\Redirect and share it as Redirect$. Configure the documented folder-redirection permissions for the
participating users, SYSTEM, Administrators and CREATOR OWNER.

2. Create Lab Documents Redirection and link it to Lab Users. Under User Configuration — Policies = Windows Settings
— Folder Redirection — Documents, choose Basic and Create a folder for each user under the root path.

3. Set the root path to \\DCO1\Redirect$. Do not append %username% when using that target option.

4. Refresh policy and sign out/in. Save a document on PC10, then sign into PC11 as the same user and verify it. Test
another user’s access is denied.

Verification checklist

o The redirection share exists before the GPO is applied.

o Share and NTFS permissions follow the documented per-user design.
o The user GPO is linked to Lab Users.

o The root path and per-user target option are correct.

o Documents resolves to the expected per-user server location.

o A document saved on PC10 is available on PC11 for the same user.

o A different ordinary user cannot open the first user’s private folder.

Evidence: Show Documents location, the same file on both clients and the privacy test.

Assessment

o Independent o Prompted o Assisted o Incomplete

Notes / evidence
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CONTINUE YOUR PRACTICE / TASK E3

Observe an unattended deployment

Observe a pre-tested deployment workflow and identify which steps are automated. Building the deployment platform
is outside this course’s core course.

Your deliverable: An observed deployment and an accurate explanation of PXE, unattended setup and zero-touch outcomes.

Before you begin

« Trainer has a tested deployment solution, image and answer configuration compatible with the target Windows
version.

« Use a new disposable VM on the isolated deployment network.

Assignment

1. Observe the blank target VM start the prepared workflow.

2. ldentify how the image, installation answers and final configuration are selected.

3. Review the resulting machine and deployment status or logs. Installation may continue in the background.

4. Explain why PXE boot alone does not demonstrate complete zero-touch deployment.

Verification checklist

o The target VM starts the prepared workflow.

o The intended OS image and configuration are selected.

o Expected setup stages proceed without manual answers.

o The final state or current deployment status is verified honestly.

o Trainee distinguishes PXE boot, unattended setup and zero-touch deployment.

Evidence: Record the automation observed and whether the final intended state was reached.

Assessment

o Independent o Prompted o Assisted o Incomplete

Notes / evidence
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KEEP LEARNING

References and online companion.

askfarouk.net/server-plus

Official references

CompTIA Server+ SK0-005 objectives

Scope reference: web roles, storage, unattended installation, security and troubleshooting.
Install Active Directory Domain Services

Microsoft guidance for installing AD DS and creating a forest.

Join a computer to a domain

Microsoft domain-join guidance and requirements.

Domain password policy

Domain-level password policy settings and scope.

Deploy Folder Redirection

Use the documented share and NTFS permission recipe for the optional lab.

WDS boot-image support

Check support limitations before preparing a Windows deployment demonstration.
Windows 10 support information

Windows 10 is retained here as an isolated legacy-client exercise. Use a supported or appropriately covered system outside this lab.
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https://comptiacdn.azureedge.net/webcontent/docs/default-source/exam-objectives/comptia-server-sk0-005-exam-objectives-%282-0%29.pdf
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/install-active-directory-domain-services--level-100-
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/join-computer-to-domain
https://learn.microsoft.com/windows/security/threat-protection/security-policy-settings/password-policy
https://learn.microsoft.com/en-us/windows-server/storage/folder-redirection/deploy-folder-redirection
https://learn.microsoft.com/en-us/windows/deployment/wds-boot-support
https://support.microsoft.com/en-us/windows/windows-10-support-has-ended-on-october-14-2025-2ca8b313-1946-43d3-b55c-2b95b107f281
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